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Overview: HTTP Authentication (Basic and Digest)

• Credentials (username/password) are repeated on each request 
• All requests are vulnerable to attacks (instead of only the login request)  

• Basic: username/password are passed in clear text and can be captured 

• Digest: digests can also be captured and guessed by brute force attacks 

• Kind of ok under HTTPS, but… 
• Must have a centralised authority to control and manage principal capabilities 

• Does not easily support “logout” mechanisms (credentials are “always” valid)
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Overview: Sessions to implement security

• Stateless APIs are good  
• but not so good for: 

• ephemeral or distributed authentication,  

• capability based authorisation models  

• protocol management,  

• user preferences (in webapps) 

• … 

• Hence, let’s implement session management… what are the alternatives?
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Outline

• Sessions and cookies 
• Token based authentication 
• JSON Web Token (JWT) 
• OAuth2 
• Microservices and capabilities
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Basic support for sessions, HTTP cookies

• Basic support to represent stateful information on the client side 
• Designed to allow websites to remember stateful information about a session 
• Shopping carts, authentication info, browser activity, search criteria, etc. 
• Source of many security vulnerabilities, attacks and tracking of user activity 
• Managed by client and server alike 

• Basically a string managed as a key/value store, can contain cyphered values
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Cookies can be read and written in Spring

• In Spring the annotation @CookieValue is used to retrieve a value from the 
HTTP cookie and map the value to a parameter. 

@GetMapping("/applications")
fun getAll(
    @CookieValue (value="filter", defaultValue = "") filter:String
): List<ApplicationDTO> =
    applications.getAll(filter).map { ApplicationDTO(it) }

• Without a declared default value, an exception will be thrown 
(java.lang.IllegalStateException) if the cookie in the request does 
not contain the key “filter”.
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https://dzone.com/articles/how-to-use-cookies-in-spring-boot



Internet Applications Design and Implementation, NOVA FCT, © 2015, João Costa Seco

Cookies can be read and written in Spring

• To set the value of a cookie in SpringBoot, object HttpServletResponse must 
be added a new cookie value. 
@PostMapping("/students/{id}/applications")
@ResponseStatus(HttpStatus.CREATED)
fun create2(@PathVariable student_id:String,
            @RequestBody @Valid anApplication:ApplicationDTO,
            response: HttpServletResponse) {
    val student = students.get(student_id)
    val id = applications.create(anApplication.toDAO(student))
    val cookie = Cookie("current_application", "id");
    response.addCookie(cookie);
}

• Disclaimer: this is just a sample on how to use cookies in Spring not a 
recommendation that you should do so…  
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Sessions

• To have necessary stateful information in a stateless world 
• Basic support to represent stateful information on the server side 
• A session is a sequence of network HTTP requests and responses associated 

to the same principal. A session creates the opportunity to create a common 
context to the set of interactions between parties. 

• From the first interaction, a session ID (or token) is established, even for 
anonymous users.  

• This session token and/or identifier is used on the server side for a number of 
purposes. 
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Session management in Spring 

• Spring controls how a session is created and how Spring Security will handle it. 
• always: a session will always be created if one doesn't already exist 

• ifRequired: a session will be created only if required (default) 

• never: the framework will never create a session itself but it will use one if it already exists 

• stateless: no session will be created or used by Spring Security 

override fun configure(http: HttpSecurity) {
    http.csrf().disable()
        .authorizeRequests()
        .anyRequest().authenticated()
        .and().sessionManagement().sessionCreationPolicy(SessionCreationPolicy.IF_REQUIRED)
}
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Session management in Spring 

• Spring controls how a session is created and how Spring Security will handle it. 
• always: a session will always be created if one doesn't already exist 

• ifRequired: a session will be created only if required (default) 

• never: the framework will never create a session itself but it will use one if it already exists 

• stateless: no session will be created or used by Spring Security 

override fun configure(http: HttpSecurity) {
    http.csrf().disable()
        .authorizeRequests()
        .anyRequest().authenticated()
        .and().sessionManagement().sessionCreationPolicy(SessionCreationPolicy.IF_REQUIRED)
}
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Session management in Spring 

• Spring controls how a session is created and how Spring Security will handle it. 
• always: a session will always be created if one doesn't already exist 

• ifRequired: a session will be created only if required (default) 

• never: the framework will never create a session itself but it will use one if it already exists 

• stateless: no session will be created or used by Spring Security 

override fun configure(http: HttpSecurity) {
    http.csrf().disable()
        .authorizeRequests()
        .anyRequest().authenticated()
        .and().sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS)
}
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Session management in Spring 

• Spring controls how a session is created and how Spring Security will handle it. 
• always: a session will always be created if one doesn't already exist 

• ifRequired: a session will be created only if required (default) 

• never: the framework will never create a session itself but it will use one if it already exists 

• stateless: no session will be created or used by Spring Security 

override fun configure(http: HttpSecurity) {
    http.csrf().disable()
        .authorizeRequests()
        .anyRequest().authenticated()
        .and().sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS)
}
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Session management

• Spring Security installs a filter that handles sessions in the Security Context 
(SecurityContextPersistenceFilter).  

• The session can be managed using the bean 
(HttpSessionSecurityContextRepository) that uses HTTP Session as storage. 

• For the STATELESS attribute (NullSecurityContextRepository) is used 
• Sessions can be made persistent automatically by means of jdbc, or redis 

<dependency>
    <groupId>org.springframework.boot</groupId>
    <artifactId>spring-boot-starter-data-redis</artifactId>
</dependency>
<dependency>
    <groupId>org.springframework.session</groupId>
    <artifactId>spring-session-data-redis</artifactId>
</dependency>
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Working With the Session

• Spring declares and handles session automatically through beans. A bean with scope 
“session” is created when the session is first created and linked to the lifecycle of the 
HTTPSession object. 
@Component
@Scope("session", proxyMode = ScopedProxyMode.TARGET_CLASS)
class SessionInfo(var numberOfGets:Int = 0, var numberOfPosts:Int = 0)

• This bean can then be used in other beans, for instance, a controller. 
@RestController
class ApplicationController(val applications: ApplicationService): ApplicationAPI {

    @Autowired lateinit var info: SessionInfo;

    override fun getAll(): List<ApplicationDTO> {
       print(info.numberOfGets++)
       return applications.getAll().map { ApplicationDTO(it) }
    }
…
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Working With the Session

• Spring declares and handles session automatically through beans. A bean with scope 
“session” is created when the session is first created and linked to the lifecycle of the 
HTTPSession object. 
@Component
@Scope("session", proxyMode = ScopedProxyMode.TARGET_CLASS)
class SessionInfo(var numberOfGets:Int = 0, var numberOfPosts:Int = 0)

• This bean can then be used in other beans, for instance, a controller. 
@RestController
class ApplicationController(val applications: ApplicationService): ApplicationAPI {

override fun getAll(session:HttpSession): List<ApplicationDTO> {
    var info = session.getAttribute(SessionInfo) as SessionInfo;
    session.setAttribute(SessionInfo, SessionInfo(info.numberOfGets+1, info.numberOfPosts))
    return applications.getAll().map { ApplicationDTO(it) }
}
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HTTP Authentication modes

• Basic Authentication 
• username/password in the header of requests using Base64 encoding 

• Digest Authentication 
• has of username/password in the header of requests (MD5 hashing with nonce) 

• OAuth Token-based authentication and JWT 
• signed bearer token that allows interactions between  

independent authorisation and resource servers
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Token-based authentication

• Adds a level of indirection and avoids repeated username/password validation (avoids 
password discovery attacks on basic authentication mode) 

• Allows users to access and manipulate a given resource without using username/password 
• More benefits: 

• robust authentication solution for repeated requests 

• allows custom limited session duration (limited trust) 

• quickly transfer (user) information between systems (micro services) 

• allows the customisation of roles assigned to a given user at a given time 

• single sign-on in federated systems 

• external authorization servers (google, facebook, github, etc) 

• can be stored in local storage/cookies, can be invalidated or customized
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Token-based authentication
• (Good list of benefits, unknown author, link) 
• Cross-domain / CORS: cookies + CORS don't play well across different domains.  

A token-based approach allows you to make AJAX calls to any server, on any domain  
because you use an HTTP header to transmit the user information. 

• Stateless (a.k.a. Server side scalability): there is no need to keep a session store, the token is  
a self-contained entity that conveys all the user information. The rest of the state lives in cookies or  
local storage on the client side. 

• CDN: you can serve all the assets of your app from a CDN (e.g. javascript, HTML, images, etc.),  
and your server side is just the API. 

• Decoupling: you are not tied to any particular authentication scheme. The token might be generated anywhere, hence your 
API can be called from anywhere with a single way of authenticating those calls. 

• Mobile ready: when you start working on a native platform (iOS, Android, Windows 8, etc.) cookies are not ideal when 
consuming a token-based approach simplifies this a lot. 

• CSRF: since you are not relying on cookies, you don't need to protect against cross site requests (e.g. it would not be 
possible to sib your site, generate a POST request and re-use the existing authentication cookie because there will be none). 

• Performance: we are not presenting any hard perf benchmarks here, but a network roundtrip (e.g. finding a session on 
database) is likely to take more time than calculating an HMACSHA256 to validate a token and parsing its contents.
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Token-based Authentication

• Tokens can be managed manually in Spring using cookies (client-side) and 
sessions (server-side). 

• The integration in Spring Security is performed by adding a filter in the 
Security Filter Chain that intercepts and overrides the authentication attempts. 

• A standardised way of providing authentication is Bearer Authentication, 
where a token is inserted in the “Authorization Header”.

390
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Spring Security Filters

391

DisableEncodeUrlFilter
WebAsyncManagerIntegrationFilter

SecurityContextHolderFilter
HeaderWriterFilter

CorsFilter
LogoutFilter

BasicAuthenticationFilter
RequestCacheAwareFilter

SecurityContextHolderAwareRequestFilter
AnonymousAuthenticationFilter

ExceptionTranslationFilter
AuthorizationFilter

https://docs.spring.io/spring-security/site/docs/3.0.x/reference/security-filter-chain.html
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Spring Security Filters

392

DisableEncodeUrlFilter
WebAsyncManagerIntegrationFilter

SecurityContextHolderFilter
HeaderWriterFilter

CorsFilter
LogoutFilter

BasicAuthenticationFilter
RequestCacheAwareFilter

SecurityContextHolderAwareRequestFilter
AnonymousAuthenticationFilter

ExceptionTranslationFilter
AuthorizationFilter

public void doFilter(
  ServletRequest req, 
  ServletResponse res, 
  FilterChain chain) throws IOException, ServletException {

  ...
     chain.doFilter(req,res)
  ...

}
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Spring Security Filters

393

DisableEncodeUrlFilter 
WebAsyncManagerIntegrationFilter 

SecurityContextHolderFilter 
HeaderWriterFilter 

CorsFilter 
LogoutFilter 

UserPasswordAuthenticationFilterToJWT
BasicAuthenticationFilter 

RequestCacheAwareFilter 
SecurityContextHolderAwareRequestFilter 

AnonymousAuthenticationFilter 
ExceptionTranslationFilter 

AuthorizationFilter 



Internet Applications Design and Implementation, FCTUNL, © 2015, João Costa Seco

Token Creation - Login
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Token Creation - Login
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JSON Web Token (JWT)

• Base64, signed token that asserts claims about a session/user 
• Customisable claims (can carry user information, roles, dates) 
• Can include ciphered information also, e.g. user capabilities 
• Bearer 

eyJhbGciOiJIUzI1NiJ9.eyJzdWIiOiJKU09OIFdlYiBUb2tlbiBmb3IgQ0lBSSAyM
DE5LzIwIiwiZXhwIjoxNTcxNzg0MjI0LCJpYXQiOjE1NzE3NDgyMjQsInVzZXJuY
W1lIjoidXNlciJ9.MqIv5EUab1HjD1vST5LfkUObvHsY0MyEHFt7-KDVoZ4 

headerB64.payloadB64.SigHS256
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Spring Security Filters

399

DisableEncodeUrlFilter 
WebAsyncManagerIntegrationFilter 

SecurityContextHolderFilter 
HeaderWriterFilter 

CorsFilter 
LogoutFilter 

UserPasswordAuthenticationFilterToJWT
JWTAuthenticationFilter
BasicAuthenticationFilter 

RequestCacheAwareFilter 
SecurityContextHolderAwareRequestFilter 

AnonymousAuthenticationFilter 
ExceptionTranslationFilter 

AuthorizationFilter 
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Token Validation

400



Internet Applications Design and Implementation, FCTUNL, © 2015, João Costa Seco

Token Validation
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OAuth 2.0

• Provides a protocol for authorisation for Internet applications, resource 
owners, through third-parties on behalf of a principal. 

• OAuth defines four roles (from the RFC): 
• resource owner:  An entity capable of granting access to a protected resource. When the 

resource owner is a person, it is referred to as an end-user. 

• resource server:  The server hosting the protected resources, capable of accepting and 
responding to protected resource requests using access tokens. 

• client:  An application making protected resource requests on behalf of the resource owner 
and with its authorisation.   

• authorization server: The server issuing access tokens to the client after successfully 
authenticating the resource owner and obtaining authorisation.
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Auth 2.0 protocol flow
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Token-based interactions
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Using spring…

• Spring Boot provides an implementation for oAuth 2.0 that is easy to configure 
by loading a single module: 

<dependency>
    <groupId>org.springframework.boot</groupId>
    <artifactId>spring-boot-starter-oauth2-client</artifactId>
</dependency>

• and configuring two properties 
spring.security.oauth2.client.registration.github.client-id = client-id
spring.security.oauth2.client.registration.github.client-secret = client-secret

406https://spring.io/guides/tutorials/spring-boot-oauth2/
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The network interactions

1. A request is captured by a filter in Spring Security with no token 

2. It is redirected to :  
 
http://<yourserver>/oauth2/authorize/github?redirect_uri=<TheURIOfYourApp>

3. The user is redirected to the AuthorizationUrl on GitHub 

4. When authorised, it is redirected to:  
 
http://<yourserver>/oauth2/callback/github  
 
that contacts GitHub to produce the token

5. The user is redirected to the TheURIOfYourApp that was sent in the first place

407
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Introduction to Microservices Security

• Securing microservices is challenging 
• Decentralised services 

• Multiple points of vulnerability 

• Heterogeneous views on security 

• Difficult to track access and permissions across services 

• Authentication 
• A centralised server for each application 

• Different applications may share services (must agree on the authorization mechanism) 

• Authorisation 
• Each service needs an appropriate authorisation mechanism

409
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Authentication solutions

• Authorisation server to produce JWT tokens for each service 

410

APP / API Gateway 
(Authentication)

Authorisation Server

Eureka Server 
Registry

Service 1

Service 2

Service 3

Service 4

Service 5

Example:

https://www.krakend.io/blog/microservices-authorization-secure-access/

https://www.krakend.io/blog/microservices-authorization-secure-access/
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One AS - One Service: Access-control with 

411

Service 1Authorisation Server
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One AS - One Service: Access-control
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Service 1Authorisation Server
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One AS - One Service: Service with Capabilities
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Service 1Authorisation Server
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One AS - One Service: Token

• Token are unforgeable sets of  
capabilities (resource, operation) 

• Operations are defined per service 
• Custom tokens can be made for 

each operation  
• Matchers can be used to  

generalise operations  
and resources

414

[ 
    { 
      "resource": 1, 
      "operation": “DELETE" 
    }, 
    { 
      "resource": 2, 
      "operation": "WRITE" 
    }, 
    { 
      "resource": 3, 
      "operation": "ALL" 
    }, 
    { 
      "resource": 0, 
      "operation": “READ" 
    } 
  ]

Service 1Authorisation Server
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One AS - One Service: Loading the Token

415

Service 1Authorisation Server
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One AS - One Service

• Authorisation Service: Issues tokens 
to access resources based on user 
credentials in its own context.

416

Service 1Authorisation Server
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One AS - One Service

• Authorisation Service: Issues tokens 
to access resources based on user 
credentials in its own context.
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Service 1Authorisation Server
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One AS - One Service - One App

418

Service 1Authorisation Server

APP
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One AS - One Service - One App
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Service 1Authorisation Server

APP
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One AS - One Service - One App
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Service 1Authorisation Server

APP


